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Welcome 
 

Thank you for investing in THINWORXÓ.  
 
Many enterprises today are opting to use server-based computing to cost effectively deploy applications 
to internal and remote users, along with helping to control operational costs at the desktop.  THINWORX 
promotes significant value by providing core server-based computing functionality at lower overall costs 
than comparable server-based computing products.  
 
Core functionality, along with simple installation and administration make THINWORX a logical choice 
for organizations wanting the benefits of server-based computing, without the cost and complexity 
normally associated with such products. 
 
THINWORX version 4.4 continues with this approach by leveraging a new core platform, improved web 
based user and management interfaces, along with significantly enhanced performance. 
 

 
 

About This Guide 
 

The THINWORX Administration Guide is intended for person(s) who will be responsible for installing, 
configuring and maintaining THINWORX systems.    
 
You should have prior configuration and administration experience with Microsoft Windows Server, and 
be familiar with installing and supporting general applications within your Information Technology 
environment. 
 
Additional information on THINWORX, such as release notes and other updated documentation can be 
found at www.thinworx.com. 
 
 
 

How to Use this Guide 
 

This guide is organized into chapters; each chapter focusing on different aspects including installing, 
configuring and administering a THINWORX system.  The table of contents provides a list of all topics 
and should be referred to when using this guide. 

 

 

 

Further Reading 
 
Administrators should refer to complementary information from other sources, such as Microsoft 
Corporation (www.microsoft.com), for more information on server-based/thin-client computing. 

http://www.thinworx.com/
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Overview of THINWORX 
 
THINWORX is an advanced, distributed server-based computing solution.  Based on technologies such 
as AJAX, seamless remote application window presentation, multi-screen support, universal printing, 
and Microsoft Remote Desktop Services, etc., THINWORX provides enhanced functionality for small to 
large enterprises and service providers wishing to deploy server-based computing and virtual desktop. 
 
THINWORX consists primarily of a four service elements; Portal, Controller, Application Server, and 
Client.  The Portal acts as a central web site which offers up published applications to clients via a web 
browser interface.  The Controller manages the overall THINWORX environment, while Application 
Servers provide the ñback-endò computing resource (with installed applications).  The Client is a user 
workstation running a web browser (Microsoft Internet Explorer, Firefox, Chrome, Safari, Iceweal), along 
with a lightweight THINWORX client program that is downloaded and installed into the web browser. 
 
Together, the various services represent what is referred to as a THINWORX Realm.  Within each realm 
you create, you are permitted to have one Controller service (currently) and a virtually unlimited number 
of Application Servers.  THINWORX Application Servers can be located anywhere (geographically, 
provided that appropriate network communications is possible) and be made to appear as a single 
server realm with intelligent and dynamic load balancing. 
 
Enhanced Secure access to THINWORX site is available through the use of the THINWORX Secure 
Router gateway, which provides single access point (one public IP with port 80 and 443 opened) from 
Internet to THINWROX farm (or realm) with SSL encryption.  
 
THINWORX incorporates a number of core features, including: 
 
Seamless Remote Application Window 

A seamless window for a remote application presents the same appearance and features (resize, move, 
minimize, restore, maximize and close) on a local desktop as does a local application window. Any 
opened remote application also gets a taskbar button on the local desktop system toolbar in the same 
way a local application does for minimizing, restoring, maximizing and closing functions. To tell it is the 
window for remote application, a remote window is signified by the notation on the top menu bar of 
ñRemoteò following the application title. 
 
Web Access to Server-Based Computing 

THINWORX is web-based; Clients interact with the Portal via an advanced AJAX driven web interface, 
and applications are presented to the Client in a browser window. 
 
Dynamic Load Balancing 

The Controller communicates with Application Servers to collect performance, security and application 
information, allowing THINWORX to provide intelligent, dynamic load balancing and session 
management.  Client sessions are directed to the appropriate Application Server based on a series of 
metrics including pre-determined weight, security permissions, application type(s) and server 
performance levels.  The Controller automatically gathers these metrics and applies an algorithm to 
determine the most appropriate server to host a particular client session. 
 

Application Usage Monitoring 

THINWORX monitors and controls the usage of applications.  Monitoring allows an administrator to 
understand the frequency and concurrency of application use, allowing better management of software 
licenses.  This helps an organization to manage its liability with respect to improper software usage, in 
addition to providing ñfine-tuningò of required licenses.  Managers can now understand which 
applications are being used, when they are being used and their maximum historical usage.  
Enforcement capabilities built into THINWORX ensures an application is not used beyond its licensed 
limit. 
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Server Farm Distribution 

A significant feature of THINWORX is its ability to use virtual server clusters.  This functionality allows 
the placement of Application Servers anywhere within the organizationôs intranet or on the general 
Internet (provided security issues are managed).  The Controller communicates with Application Servers 
and Portals over a secure channel.  Application Servers with different installed applications and varying 
levels of performance can be contained in a single realm, while dynamic load balancing transparently 
optimizes the use of Application Server resources by the client community. 
 
Web-Based Administration 

Administration of a THINWORX system is managed by a simple web interface.  Administrators use this 
interface to manage servers, publish applications, manage users and groups, view performance 
information, control application access, generate usage reports, etc. 
 
Universal Print 

Printing THINWORX applications on any printer available from a client, this includes both local and 
network printers. 
 
Enhanced Security with THINWORX Local Resource Management 

The site administrator(s) can control whether THINWORX clients can map their local drives (including 
any removable disk as USB stick), printers through RDP session to remote server(s). Also, THINWORX 
Universal Print can be enabled or disabled through THINWORX Manager. 
 
RDP Shared Sessions  

In early versions of THINWORX, each application runs a separate, individual RDP session. Since 
version 4, only one single RDP session is opened with a THINWORX server for one user; all 
applications run within the single session, thereby reducing system overhead and improving overall 
performance. 
 
Multi-Screen 

When client device supports and has been set to a multi-screen environment, THINWORX detects the 
video adaptersô configuration on the client device, then properly sets/manages a map between userôs 
RDP session virtual screen and physical screens. THINWORX can move/resize/minimize/maximize a 
remote application window(s) seamlessly into different screens connected with the client device, as 
operating local application windows in a multi-screen environment. 
 
Reporting 

THINWORX provides a set of reports via the THINWORX administrator interface, providing 
administrators with information on client sessions (current and historical), site and user activities, and 
application usage. 
 
Content Redirection 

Windowôs Explorer of a remote session (executing on THINWORX server) can now be seamlessly 
presented on local desktops (similar to any other published application). Users then can browse file 
systems (if permitted by system settings) of the remote server along with all local file systems (if 
permitted to map from local to server by system settings). Files can be opened along with their 
associated application on the remote server as if they were local. 
 
Session Management 

A user can click ñSession Managementò menu on their portal to view his/her active sessions on each 
remote server, along with all currently running applications under each session. User can park his/her 
session on server, and resume from any other machine at any location. In another word, session can be 
migrated between different devices in THINWORX. 
 
At the site level, administrator (THINWORX Manager) can view/manage all usersô sessions, and 
broadcast message to users. 
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Portal Wallpaper Management 
 
Each user can set (select from a pre-built list) own wallpaper of portal. Site administrator (THINWORX 
Manager) can customize wallpapers (i.e. corp. logo) into the pre-built list and control the default 
wallpaper of the site. 
 
Portal Login Page Background Management 
 
Site administrator (THINWORX Manager) can set THINWORX site login page background with 
ñDefaultò, ñBlankò or ñCustomizedò, which gives customer flexibility of its site appearance to end-users. 
 
THINWORX Logo Management 
 
Hosting customers like to present neuter logo and message instead of THINWORX logo and 
THINWORX message in progress interfaces of application launching and printing; THINWORX allows 
customer to set this feature for its site. 
 
Portal Timeout Management 
 
In order to being better to utilize THINWORX licenses, especially for hosting case, customer can set 
portal timeout for its THINWORX site, which will automatically logout an opened idle user portal. 
 
Support Various Computer Operating Systems and Browsers 
 
THINWORX supports different OS of client machine. It not only works for Windows 
7/Vista/XP/2000/2003/2008 fat machines ( i.e. desktop and laptop), and Windows CE 6.0+ based thin-
client devices; it also works on Linux based (Suse and Debian) machines (fat and thin-client), and Mac 
OS X machines. 
 
THINWORX portal can run from most of popular browsers in the world; they include Microsoft Internet 
Browser, Firefox, Chrome, Safari and Iceweasel.. 
 
Application Security Management 
 
THINWORX Manager can set a denied list of application module against user or group, which can block 
a THINWORX end-user to run an unauthorized module from an authorized application. For instance, 
user can open DOS prompt and Windows Explorer from MS Word in an original RDP session, this can 
cause a security breach for a SBC solution. With setting of a denied list in THINWORX, this security 
issue has been fixed. 
 
RDP Security Control 
 
THINWORX Manager can set to block any unauthorized session to access its farm, which means only 
legal session from THINWORX can access farm servers. 
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What is Server-Based Computing? 
 
Server-based computing (also called thin-client computing) typically refers to a technology that allows 
the use of Windows or DOS-based applications either beyond the confines of the corporate office (home 
or other remote location) or beyond the capabilities of the client workstation (lack of memory, CPU 
performance, etc.).  All computing activity takes place on a centralized server, which is typically shared 
amongst a number of users. 
 
Server-based computing is a utility application that is somewhat invisible to the user.  Application 
processing is performed on a centralized server, which intercepts the data being sent to/from the user 
and sends out only video and other I/O (keyboard/mouse/peripheral) information.  As a result, the thin-
client user is essentially ñremotely controllingò a session on another server, making it appear as if the 
application is executing on the local workstation.  Since most of the processing and bandwidth 
consumption occurs at the server, performance is often equal to or better than executing the application 
directly on the client workstation. 
 
Server-based computing is also a popular method used to significantly reduce technical support 
requirements at the client workstation, as applications are installed and run on a centralized server and 
not on the client workstation.  Applications and files installed on a few servers can therefore be made 
accessible to 100ôs of workstations.  Support personnel can upgrade applications, back up data and 
diagnose user problems without leaving the data centre or generally worrying about which PC platform 
has enough memory or processing power to run a new application.   
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System Requirements 

 
THINWORX consists of three general service elements; Controller/Portal, Application Server and Client.  
While the following describes the individual system requirements for each service component, it is 
possible to have all components running on a single, suitably configured PC platform.  This allows a 
small organization to implement a THINWORX solution for minimal hardware costs. 
 
Further, when THINWORX is installed on a machine, all the services elements are automatically 
embedded.  This means that in single server configurations, all the services run on that machine.  When 
installed on two or more machines, an administrator joins the machines together (to create a 
THINWORX Realm), upon which the first server becomes the Controller/Portal, and subsequent servers 
become Application Servers when they are joined to the realm. 
 
 
THINWORX Controller/Portal 
 
The THINWORX Controller/Portal manages all Application Servers within a THINWORX Realm.  
Currently, only one Controller/Portal can be implemented within a THINWORX Realm. 
 
The THINWORX Controller/Portal acts as the central location (i.e. web site) for THINWORX users to 
connect to and launch applications, and to also administratively manage the THINWORX environment. 
 
In THINWORX, when a realm is created by joining machines together, the primary (first server to which 
others are joined) becomes the Controller/Portal. 
 
The THINWORX Controller/Portal requires: 
 
Software 
Microsoft Windows 2000 or later 
 
Hardware (minimum requirements) 
Intel PIII 400MHz processor, 128 MB RAM, 100MB space for THINWORX 
 
 
THINWORX Application Server 
 
The THINWORX Application Server is an integral component of the THINWORX server-based 
computing environment, as third party applications are run on the Application Server by THINWORX 
Clients.  Configuration of the Application Server hardware platform is dependent on the type and 
concurrent use of applications.  THINWORX Server uses Microsoft Terminal Services as a base 
element; guidelines for scaling a Server can be reviewed at www.microsoft.com. 
 
The THINWORX Application Server requires: 
 
Software 
Microsoft Windows 2000/2003/2008 Server, Microsoft Remote Desktop Services. 
 
Hardware (minimum requirements) 
Intel PIII 500MHz processor, 256 MB RAM, 500 MB free drive space 
 
Note: Third party applications must be loaded onto the Application Server and verified for their ability to 
operate in a server-based computing environment.  Information on compliant applications can be found 
at www.microsoft.com. 
 
THINWORX Client 
 
The THINWORX Client software is downloaded to the clientôs PC or a thin-client device, enabling them 
to use THINWORX-hosted applications.  The Client interoperates a browser.  Applications launched 
from the Portal execute on a THINWORX Application Server but appear in a seamless window on the 
end-userôs workstation.  The THINWORX Client requires: 

http://www.microsoft.com/
http://www.microsoft.com/
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Software - 
 
OS: Microsoft Windows 2000 (Professional or Server), 2003 Server, XP (Home Edition or Professional), 
Windows Vista, Windows 7, Window CE 6, Linux (Suse and Debian), Mac OS X. 
 
Browser: Microsoft Internet Explorer (6.0 or greater), Firefox, Chrome, Safari, Iceweasel. 
 
Hardware (minimum requirements) ï 
 
Intel PIII 400MHz processor, 128 MB RAM, 100 MB free drive space, or qualified thin-client devices (i.e. 
HP t5530 WinCE 6.0 based, HP t5735 Linux Debian based, Samsung TC serial XPe based). 
 
 
THINWORX Secure Router 
 
THINWORX Secure Router acts as a secure proxy gateway, directing all communications between 
THINWORX Clients and the THINWORX Portal and Application Servers through a single access point.  
Secure Router should be installed on a separate machine containing no other THINWORX components.  
Only one Secure Router can be implemented within a single realm.  THINWORX Secure Router Server 
software requires: 
 
Software 
Microsoft Windows 2000 (Professional or Server), 2003 Server or XP (Home Edition or Professional). 
 
Hardware (minimum requirements) 
Intel PIII 400MHz processor, 128 MB RAM, 50 MB free drive space 
 
If you intend to use Secure Router in your THINWORX Realm, the THINWORX Secure Router Client 
software must be installed on every end userôs PC who will traverse through Secure Router.  The client 
requirements are: 

 
Secure Router Client Software 
Microsoft Windows 2000 (Professional or Server), 2003 Server, XP (Home Edition or Professional), 
XPe, Vista or Windows 7. 
 
Hardware (minimum requirements) 
Intel PIII 400MHz processor, 128 MB RAM, 15 MB free drive space 
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THINWORX Components 
 
THINWORX consists of four major service components; Controller, Application Server, Portal and 
Client.  Each component has a specific role within the THINWORX architecture. 
 
THINWORXô design provides the ability to: 
 

¶ Load and run all components on a single machine ï ideal for small organizations who require a 
single server solution 

¶ Load components on multiple machines ï providing the ability to distribute load and increase 
reliability requirements 

 
A few key concepts and important items to note are described as follow. 
 
 
THINWORX Realm & Farm 
 
Throughout this guide, the term ñrealmò is used to describe an implementation of THINWORX 
components under the management of a single THINWORX Controller.  The use of the term ñfarmò in 
the THINWORX context is meant to denote a group of Application Servers within a realm. 
 
 
Location of Components 
 
THINWORX components can be located practically anywhere on a network as long as the appropriate 
TCP/IP communications is permitted between the machines upon which the components are running.  
This means THINWORX could be used across an organizationôs intranet, or externally on the Internet. 
 
THINWORX Application Server farms are automatically created when an administrator joins machines 
together to create a realm.  A farm is a virtual grouping of Application Servers, allowing Clients to 
connect to an application without any knowledge of the underlying dynamic load balancing or other 
Application Server operations. 
 
Security 
 
THINWORX contains features designed to enhance security.  These features are embedded within the 
operation of the specific components and are described in this chapter. THINWORX also uses 
underlying security elements such as data encryption to assist in protecting information. 
 
Microsoft Terminal Server 
 
As with a number of other server-based computing solutions, THINWORX utilizes Microsoftôs Remote 
Desktop Services (including the native RDP protocol) as a base component to provide for multi-user 
application access.  Remote Desktop Services (commonly known as ñTerminal Serverò) is a software 
component embedded in Microsoft Windows 2000 (and later) Server platforms.  To create a 
THINWORX Application Server, one must install the THINWORX software onto a machine with 
Terminal Server, and join it into a realm. 
 
THINWORX Controller/Portal 
 
The THINWORX Controller/Portal is an important part of THINWORX.  The Controller/Portal provides 
two distinct functions; the Controller element is responsible for managing communications between 
Application Servers and the Portal function within a realm.  Administrators interact with the Controller 
function through the web based THINWORX Manager interface. 
 
The Controller facilitates communications between all THINWORX Application Servers and the Portal 
element, and performs the following functions: 
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¶ Monitors the health of Application Servers and Portals 

¶ Collects performance information from Application Servers for load balancing and server farm 
operations 

¶ Catalogs available applications on each Application Server 

¶ Ensures secure session establishment between Clients, Application Servers and Portals 

¶ Pushes configuration data to Application Servers and ensures secure synchronization of this 
data between all components 

¶ Oversees dynamic Application Server load balancing operations 

 
Controller Communications 
By default, the Controller uses IP port 80 to communicate with all THINWORX Application Servers. 
 
 
The THINWORX Portal element is a web site that acts as the central location for THINWORX Clients to 
connect to and launch applications. 
 
When a user connects to the Portal, they are authenticated (i.e. sign-on security) and then directed to a 
personalized page, commonly referred to as their Application Desktop, which provides a list of 
applications made available to them via THINWORX.  After selecting an application, the Controller will 
then: 
 

1. Authenticate the user (either with Microsoft Windows Active Directory or Windows Local User 
Accounts on the installed machine). 

 

2. Identify a suitable Application Server based on the request made and current 
performance/availability statistics. 

 

3. Initiate an application session to Terminal Services on behalf of the user. 

 

4. Open a new window on the client machine, in which the selected application will appear. 

 
At this point, the user is able to work with the application as if it were running on their local machine. 
 
Portal Communications 
Users communicate with a THINWORX Portal in the same way as they would with any other standard 
web site, using TCP port 80. 
 
NOTE: When a client connects to the portal and passes information for authentication, 
(username/password), it is encrypted over the network using 128 bit Advanced Encryption Standard 
(AES). 
 
THINWORX Application Server 
 
The THINWORX Application Server is an integral element of the THINWORX server-based computing 
environment.  The Application Server is the platform to which Clients connect and execute all 
applications, using Microsoft Terminal Server and the RDP protocol.  Applications that an administrator 
wants to provide to users must be installed on an Application Server. 
 
The Application Server runs as an intelligent service under Windows 2000 Server (or greater).  Two or 
more Application Servers can be configured in a THINWORX Realm to create a server farm.  Through 
the Portal, applications loaded across many Application Servers appear as a single list, rendering the 
server farm transparent to the user. 
 
After a Client has authenticated via the Portal and selected an application to run, the Controller redirects 
the Client to an appropriate Application Server.  The Application Server initiates a session with the 
Client and begins executing the application on the Clientôs behalf using Terminal Services. 
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Application Servers provide regular updates to the Controller, advising it of current configurations, 
performance conditions and usage activity. 
 
Application Server Communications 
For management purposes, the Application Server communicates with the THINWORX Controller using 
a TCP port 80. 
 
 
THINWORX Client 
 
End-users of a THINWORX system (i.e. the application users) install and employ what is referred to as 
the THINWORX Client. 
 
The first time a user attempts to sign in to a THINWORX Portal, they will be prompted to download and 
install the THINWORX Client software package.  THINWORX Client software consists of a set of 
ActiveX controls or plug-ins.  Regardless of the installation method chosen, to install this software the 
individual performing the installation must be logged on to the machine with an account granted 
administrative privileges.  
 
THINWORX Client software provides a range of control and security functions to the end-user and 
facilitates their ability to interoperate with THINWORX Application Servers and Portals.  If an end-user is 
unable to download and install THINWORX Client software, they will not be able to login to a Portal and 
run applications hosted on a THINWORX Application Server. 
 
Client Communication 
For a user to connect to and run applications through a THINWORX Portal, their workstation must be 
attached to a network and be able to communicate with the THINWORX Portal using TCP port 80 and 
with the THINWORX Application Server using TCP port 3389 (Microsoft Windows Terminal Server port).  
Firewalls and other network traffic filtering devices can often be configured to block port 3389; therefore, 
administrators should be aware of potential configuration issues when troubleshooting client 
connectivity problems.  A benefit to using THINWORX Secure Router is only one port needs to be made 
available through a firewall (TCP port 80 and 443), with Secure Router relaying all traffic between the 
Client and an Application Server through a single, specified port. 
 
NOTE:  When a client sends authentication information (username/password) to the Controller, it is 
encrypted using 128 Advanced Encryption Standard (AES).  With Secure Router installed, all traffic 
between clients and Controller/Portal and Application Servers is encrypted with 128 SSL. 
 
 
 
 
Attention Secure Router Users: 
 
If you elected to install THINWORX Secure Router as a security enhancement when creating your 
THINWORX Realm, you will also have to install the THINWORX Secure Router Client Driver on each 
end userôs PC. 
 
The THINWORX Secure Router Client Driver is a network driver that will add a second layer of 
encryption to data transmitted between an end userôs computer and the THINWORX Realm.  The 
Secure Router Client Driver is downloaded (for first time installation) from the Secure Router Server in a 
similar fashion as downloading the THINWORX client. 
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THINWORX Component Interaction 
 

 
The following diagram provides a visual reference for the example step-by-step process described in the 
subsequent text.  While the diagram shows discrete machines hosting each THINWORX component, 
the same process holds true if all core components (Controller/Portal and Application Server) are 
installed on a single machine. 
 
 
 

 

THINWORX Component Interaction 

Required Elements 
 
 
An administrator within a medium sized organization (e.g. 500 desktop workstations, with a number of 
remote users) has acquired THINWORX with appropriate licensing, along with the required Microsoft 
products and suitable hardware platforms.  The administrator ensures the following is completed: 

 

¶ THINWORX software is installed one or more suitable machines with appropriate OS and MS 
Terminal Server where required. 

¶ Machines joined into a realm, thereby creating a Controller/Portal and multiple Application 
Servers. 

¶ One or more applications loaded onto each of the THINWORX Application Servers. 

¶ Users/Groups, permissions and applications have been configured and assigned in 
THINWORX. 

¶ End-users have Client software installed with appropriate configurations (OS & IE). 
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a) [1] A Client (attached to either the local enterprise network or over the Internet) uses their IE browser 
to access a THINWORX Portal. 

b) [2] The Portal service checks the usersô browser configuration and will validate the version of the 
THINWORX Client controls loaded onto the userôs workstation.  If no Client controls exist, or if an 
earlier version is detected, the Portal will prompt the user to download and install updated software to 
their workstation.  A login page is presented, and challenges the user for authentication.  The user 
enters their username/password (with domain listed, if the realm is part of a Windows Domain), 
which is sent to the Portal. 

c) The Portal service validates the user with the Controller service, and retrieves profile information.  
Once authenticated, the user is presented with a profile-specific page.  This page displays the 
applications they are allowed to use. 

d) [3] The THINWORX Controller service is in constant communication with all THINWORX Application 
Servers and the Portal service, managing the environment. 

e) The user clicks on an application icon to begin running the application.  When the user selects an 
application, the Portal refers with the Controller service, which determines the most appropriate 
Application Server to direct the Client to (using a dynamic load balancing algorithm and session 
information). 

f) [2] The Portal then instructs the Client to attach to the specific Application Server. 

g) [4] At this point, the Client interacts directly with the Application Server and Terminal Services using 
the Microsoft RDP protocol.  The Controller continues to monitor the active session. 

h) When the user is finished running the application, they close the application window generated via 
the Client.  The THINWORX Portal will remain open, unless the user logs out of their session. 
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THINWORX Security 
 

 
To provide organizations with a secure implementation of server-based computing, THINWORX 
incorporates a number of methods and technologies to maintain a secure environment.  
 
Administrators should be aware that effective security is a continuous task, and that the underlying 
operating systems and applications (Windows Server, etc.) used for THINWORX must be addressed 
using ñbest practicesò for maintaining security.  This includes the proper configuration of the platform(s), 
and ensuring software updates and patches are applied according to manufacturer recommendations, 
along with effective inter-network design and operation. 
 
 
Encryption of Credentials 
 
When a client connects to the portal and passes information for authentication, (username/password), 
this data is encrypted over the network using 128 bit Advanced Encryption Standard (AES). 
 
 
RDP Encryption 
 
RDP uses RSA Security's RC4 cipher, which is designed for secure communications over networks.  
THINWORX Application Servers based on Windows 2000 or 2003 Terminal Servers have the ability to 
encrypt data using a 56 or 128-bit key.  When a THINWORX Client connects to an Application Server, 
RDP encryption can be used to secure the session. 
 
 
THINWORX Secure Router 
 
Secure Router delivers the functionality of an application proxy for a THINWORX Realm. 
 
With Secure Router installed within a THINWORX Realm, all communications between a THINWORX 
Client and an Application Server and Portal travel within a secure tunnel (128 bit SSL) and pass through 
a single secure access point ï Secure Router.  Secure Router allows an organization to maintain the 
integrity of an existing firewall by channeling all THINWORX Client traffic through a single point; only 
one logical access point through a firewall is required. 
 
RDP Security Control 

 
Commonly in SBC solution, in order to allow end-user to be able to run application from remote host 
server, RDP 3389 has to open to public; this leaves a chance for end-user to access the server through 
MS RDP client directly, which causes a critical security concern for the system administrator.  

 

THINWORX delivers a built-in feature to control RDP security for each host server in its farm. 
THINWORX service watches all RDP sessions accessing farm servers, only THINWORX users creating 
RDP sessions from THINWORX portal or THINWORX Manager Users directly with MS RDP client will 
be arrowed; otherwise, any RDP session will be terminated. This means that all clients only can access 
remote servers from THINWORX portal, or which is manager account of THINWORX through direct MS 
RDP client for admin purpose. 

 
Application Security Management 

 
It is easy to run an unauthorized module from an authorized, for instance to invoke DOS prompt from an 
opened MS Word, which is another critical security for a SBC system. THINWORX delivers feature to be 
able to set denied module list against any user or group. 
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Overall Licensing Requirements 
 
THINWORX is a separately licensed software product.  Licenses are provided to the purchaser of 
THINWORX on a ñright-to-useò basis for the product as delivered by GeNUIT Corporation. 
 
It is important to note that since THINWORX operates within a Microsoft Windows environment, 
appropriately (and separately) licensed software from Microsoft is required.  Also, while THINWORX 
licensing is separate from Microsoftôs, a functional dependency exists that requires consideration (as 
described in ñMicrosoft Licensingò). 
 
There are two components to THINWORX licensing: 

 
1. System License; the core elements that make up the THINWORX solution (Controller/Portal, 

Application Server, and Secure Router) are packaged together under a single right-to-use 
license. 

 

2. Client Access License (CAL); allows a number of users to access THINWORX concurrently. 

 
THINWORX is normally delivered in a standard package format, which includes the System License, 
plus a number of Client Access Licenses (CALs).  Additional CALs may be purchased separately. 
 
 

System License 
 
As noted, the System License permits the use of the core THINWORX elements, namely the 
Controller/Portal, Application Server, and Secure Router.  Within a single THINWORX Realm, it is 
possible to have: 
 

¶ One Controller/Portal 

¶ One or more Application Servers 

¶ One Secure Router 
 
A single System License permits a THINWORX administrator maximum flexibility by allowing an 
unlimited number of Application Servers and a maximum of one Controller/Portal to be created within a 
single realm. 
 
In essence, an administrator can create as many Application Servers within a single realm as required 
by installing THINWORX on as many machines as required and joining them to the Controller/Portal.  A 
current architectural requirement of THINWORX dictates a maximum of one Controller/Portal within a 
single realm and one Secure Router (if employed). 
 
If an organization determines more than one THINWORX Realm is required to service its needs, then a 
separate System License would be required for each realm. 

 
Client License 

 
An ñend userò is defined as a Client in THINWORX nomenclature.  For Clients to access the server-
based computing features delivered by THINWORX, one or more Client Access Licenses (CALs) are 
required. 
 
CALs are concurrent, meaning that licenses are not tied to a particular user or device, but permit 
concurrent access to THINWORX.  As an example, if an organization has 50 THINWORX CALs, up to 
50 users may access THINWORX simultaneously. 
 
Again, note that there is also a dependency on Microsoft licensing when implementing a server based 
computing environment (as detailed in the section ñMicrosoft Licensingò). 
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Microsoft Software Requirements 
 
THINWORX leverages elements of Microsoft Windows software, and hence requires such software to 
function. 
 
The following compatibility matrix describes (as of the time of this writing) the interoperability of each 
THINWORX component in server-side environment and a client-side Windows based client machine. 
 
Administrators should note that, given the proper underlying software, all THINWORX components 
could be installed on a single machine (e.g. the Controller, Application Server, Portal, Manager and 
Client can existing on a single system), with the exception of Secure Router. 
 
 

 Microsoft Platform 

THINWORX 
Component 

Win2K8 
Server 

Win2K3 
Server 

Win2K 
Server 

Win2K/X
P 

Win7/Vist
a 

IE 6.0+ 

Controller/Portal a a a   a 

Application Server a a a   a 

Secure Router  a a a  a 

Client a a a a a a 

 
 
These requirements are further described as follows: 
 
 
Windows 2008/2003/2000 Server 
 
The THINWORX Controller/Portal, Application Server, and Client can run on Windows 2008, 2003 and 
2000 Server (Application Server requires Terminal Server). 
 
 
Browser 

 
To access THINWORX portal, the Client requires Microsoft Internet Explorer 6.0 or higher, Firefox, 
Chrome, Safari or Iceweasel. 
 
Note that Microsoft Windows 2000, 2003 and 2008 Server contain the Terminal Server program.  
Windows 98 and other preceding operating systems are not supported. 
 
Secure Router 
The THINWORX Secure Router can run on Windows 2003, 2000 And Windows XP.  
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Microsoft Licensing 
 
Note: the information presented herein is for the benefit of the reader to gain an understanding of overall 
licensing guidelines from Microsoft Corporation.  Please refer to www.microsoft.com for current and 
detailed licensing requirements for all Microsoft products.  End users are responsible for the proper 
licensing of all software products, and should refer to the respective manufacturer for up to date license 
information. 
 
Microsoft Corp. has specific licensing requirements for each of its products.  While these licensing 
requirements are the responsibility of the organization wishing to employ THINWORX, a dependency on 
Microsoft Terminal Server exists for the correct operation of THINWORX. 
 

 
Basic Types of Microsoft Licenses: 
 

¶ Product License 

Á Server License ï Licensed as Per Server, Per processor, and Per Seat ï Windows 
2000/2003/2008 Server, SQL Server, Exchange Server, etc. 

Á OS Licenses ï Windows 2003/2008, XP, etc. 

Á Application License ï Office 2007, MS Project, etc. 
 

¶ Client Access License (CAL) 
These are licenses that allow clients to connect to a Microsoft server product.  These are in 
relation to the Per Server and Per Seat modes of a Microsoft server license.  Each client 
requires a Microsoft CAL in order to attach to a THINWORX Application Server (which is 
also running Microsoft Terminal Server). 
 

Per Seat/Per Server Modes 

Á Per-Seat ï When a Microsoft server is set to Per-Seat mode, every client that connects 
to that server must have its own CAL.  

Á Per-Server ï When a Microsoft server is set to Per-Server mode, all Clients share a 
pool of licenses that are assigned to a specified server. 

 

¶ Terminal Server 
These are ñdeviceò licenses that allow client devices to access Microsoft Terminal Server, 
which is also the same machine upon which a THINWORX Application Server component is 
installed. 

 
 

 
Terminal Server Licensing Requirements 

 
THINWORX Application Server uses Microsoft Terminal Server as an underlying engine to provide 
server-based computing, and thus Terminal Server must be properly licensed in order for you to use 
THINWORX. 
 
Microsoft Terminal Server is currently licensed on a per device basis, meaning that the right-to-use 
license for Terminal Server is ñattachedò to a device (i.e. a PC workstation), as opposed to an individual 
user (as in a ñper-seatò or ñconcurrentò model).  This means that if an organization has 50 Terminal 
Server licenses, only 50 discrete devices are allowed to use Terminal Server.  This dependency affects 
THINWORX, as only those 50 devices will be licensed to use the Terminal Server component upon 
which the THINWORX Application Server resides. 
 
When using Terminal Server, you must have a Terminal Services Licensing Server component installed 
somewhere on your network (note, this component can be installed with any THINWORX component on 
a Windows Server system, with the requirement that it be a domain controller within your network).  The 

http://www.microsoft.com/
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Licensing Server is a software program that issues and tracks the PER-DEVICE license to each Client 
as it connects to the THINWORX Application Server, and the underlying Terminal Server.  
 
Note that Client workstations running Windows 2000 Professional or Windows XP Professional have an 
ñincludedò Terminal Server license.  Windows 2000 Pro, 2003 and XP Pro, by default, are issued 
licenses from the Licensing Server. Other Client platforms (such as Windows NT, etc.) would require the 
purchase of a separate Terminal Server license, which is installed on the Licensing Server. 

 
 

Application Licensing Requirements 
 

The primary reason for implementing server-based computing is the ability to run applications loaded 
onto a central machine.  In this case, that machine is the server which is running both the THINWORX 
Application Server component and Microsoft Terminal Server.  To use these applications, they must be 
loaded on the server and licensed accordingly.  Application licensing is dependant on the particular 
vendor.  THINWORX can assist in maintaining proper usage of applications by limiting the number of 
users allowed to access an application. 
 
 
In summary, you must ensure that you have the following licensing to run THINWORX: 
 
 

¶ A THINWORX System license (one per realm). 
 

¶ The appropriate number of THINWORX CALs (one for each concurrent THINWORX user). 
 

¶ The appropriate Microsoft server O/S licenses for the THINWORX Controller/Portal, Application 
Server, and Secure Router machines. 

 

¶ The appropriate number of Microsoft Windows Server Client Access Licenses (CAL) for users 
that want to act as THINWORX Clients.  This is dependent on the Per-Seat/Per Server mode of 
the Microsoft server (this machine is running both the THINWORX Application Server and the 
Microsoft Terminal Server).  

 

¶ The appropriate number of Microsoft Terminal Services Access Licenses (TS-CAL); one TS-
CAL is required for each device acting as a Client that will access THINWORX. 

 

¶ The appropriate number of application licenses, which is dependent on the manufacturer of the 
application. 

 
Note: Third party applications must be loaded onto the Application Server and verified for their ability to 
operate in a server-based computing environment.  Information on compliant applications can be found 
at www.microsoft.com. 

 
 

http://www.microsoft.com/
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Microsoft Terminal Services Setup 
 

Before installing THINWORX software, Microsoft Terminal Services must be installed and properly 
configured on your server(s).  The process for performing this task differs between Windows 2000 and 
Windows 2003/2008 Server environments. 
 
 
Windows 2000 Environments 
 
In Windows 2000, Terminal Services is offered as an optional component.  You may install and 
configure the software for this component using the ñConfigure Your Serverò wizard, which is located 
under Start Menu/Program/Administrative Tools/. 
 

1. Launch the Configure Your Server wizard 

2. Click Advanced 

3. Select Optional Components 

4. Select Terminal Services 

5. Click Next 

 
At this point, you will be asked to choose whether Terminal Services should be configured to run in 
Remote Administration mode or Application Server mode.   THINWORX will support either mode.  
Selecting Remote Administration mode will remove the requirement to install a Terminal Services 
Licensing server but limit usage to two concurrent Terminal Services sessions per server.   
 
 
Windows 2003/2008 Environments 
 
In Windows 2003, Terminal Services is included as a standard component of the operating system and 
is configured by default in Remote Administration mode.  If you wish to upgrade Terminal Services to 
Application Server mode, use the Configure Your Server wizard located under Start 
Menu/Program/Administrative Tools/.  
 
In Windows 2008, Terminal Services setup and configuration are something different with its previous 
Windows OS. Please view ñTHINWORX and Windows 2008 Serverò for details.  
 
Note:  In both Windows 2000 and 2003 Server environments, while it is possible to change 
configuration modes at a later date, if you do intend to eventually configure Terminal Services to 
operate in Application Server mode it is recommended you make this change prior to installing any 
applications on the server.  Making this change after installing your applications introduces the risk they 
may no longer function when accessed via Terminal Services and will need to be re-installed. 
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Terminal Services Access 
 
Users of THINWORX also require appropriate access Microsoft Terminal Services.  As such, 
administrators will also be required to adjust permissions within Microsoft Terminal Services (TS) to 
allow Windows users access to TS. 
 
By default, common Windows users are not in the permission list to run the Remote Desktop Protocol 
(RDP) for TS.  To change this behavior, open the Terminal Services Configuration interface of the host 
server(s) (located under Administrative Tools in the Start Menu) and add the assigned user(s) or groups 
into the permission list, as follows: 
 
 

 
 

Please note: If you are running Windows 2003 on your Application Servers, you must modify the default 
Terminal Services Configuration if you want your users to have the ability to use more than one 
application at a time on the same Application Server.  To do this, run the Terminal Services 
Configuration utility and click on Server Settings.  Change the attribute for the óRestrict each user to one 
sessionô setting to ñNoò.  The default setting for this attribute on Windows 2003 is ñYesò.  Repeat this 
process on each Application Server.  
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Installing THINWORX 

 
 
 
THINWORX can be installed on a single server or multiple servers depending upon the needs of your 
organization.  There are basic pre-requisites (some noted in Chapter 1 ñSystems Requirementsò) as 
follows: 
 

¶ Minimum hardware (PIII, 256MB RAM, 500MB free space) 

¶ Windows 2000/2003/2008 server with latest service packs 

¶ Local administrator privileges 

¶ Available TCP port 80 (HTTP); stop and disable Microsoft IIS service (or other web server) if it 
is running on the same server 

¶ If any previous versions of THINWORX exist on the same machine it must be removed. 
 
 
IMPORTANT: When you first install THINWORX on a single machine, it becomes a Controller/Portal 
and an Application Server.  Upon installing THINWORX on a second machine within your domain, you 
will ñjoinò it to the Controller/Portal, where the second and all subsequent machines become Application 
Servers only. 
 
 
 
 
STEP 1 
Select the server machine upon which you will install THINWORX.  Please ensure this machine meets 
the minimal requirements as noted earlier.  This machine must be connected to your organizationôs 
intranet, and be reachable via TCP/IP from Client machines and other network utilities.  You must have 
administrator access to this machine. 
 
 
STEP 2 
Download the latest version of the THINWORX setup package from www.thinworx.com.  Extract and 
save the ñsetup.exeò file (to a local drive on the server). 

http://www.thinworx.com/
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STEP 3 
Disable any services that might use HTTP (Port 80) of the server upon which you are installing 
THINWORX.  This may include Microsoft IIS or other web server programs.  THINWORX requires the 
use of HTTP (Port 80) for the Portal to operate. 
 
 
 
 
 
 

 
 

Disabling Existing Web Services 
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STEP 4 
Run setup.exe, which starts the installation wizard 
 
By default, the setup package includes a 30 day/100 user (concurrent) license trial key.  You can use 
this to build a trial/pilot THINWORX system, and then activate it into production with a commercial key 
any time.  After a trial version has expired, it will remain with one (1) valid user license for use. 
 
If you have ordered THINWORX, you will receive a production license key that provides for the 
appropriate number of CALs purchased. 
 
Select ñTrialò or ñProductionò depending on your needs.  By selecting ñProductionò you will be required to 
enter in a valid product key (generated when purchasing THINWORX).  After installation has completed, 
you will also be required to register THINWORX (please see section entitled ñRegistering THINWORX). 
 
 
 
 
 
 
 

 
 

Selecting Trial or Production  
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STEP 5 
Follow the installation wizard and choose an installation folder.. 
 

 
 

Choosing the Installation Folder 
 
 

STEP 6 
A WINDOWS warning message will be appear during the installation process;  
 
NOTE it is required for to accept the installation of this universal printer driver on the THINWORX 
server, otherwise the universal print will not work properly. 

 
 

 
-- Warning message - Windows 2003 
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-- Warning message - Windows 2008 

 
 
 
 
 

STEP 7 
Follow the installation wizard until the last step in the setup process is reached; click ñFinishò to 
complete the installation. 

 
 
 

 
 

Finishing the Installation 
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Registering THINWORX 
 
When installing THINWORX for a production environment, in the previous steps you would have 
entered a specific product key obtained from GeNUIT Corp.  After the successful completion of the 
installation and prior to the expiration of the trail period, THINWORX must be registered online, where 
the license key is validated and the product is essentially ñactivatedò. 
 
In the THINWORX Manager (please see the following chapter for more information on accessing the 
THINWORX Manager), click on ñRegistrationò.  The window shows a selection called ñRegister 
THINWORXò.  This will cause the THINWORX Controller/Portal to connect securely online (via internet) 
to GeNUIT Corpôs licensing server.  The product key you entered during installation is validated and the 
system is activated. 
 
If you installed THINWORX as a Trail Version, you can register the product afterwards (either before or 
after the trial has expired) by entering in a valid Product Key (as above, in the THINWORX 
Manager/Registration). 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
IMPORTANT NOTES FOR REGISTERING AND ACTIVATING THINWORX: 
 
Internet Access:  In order to register /activate THINWORX, the Controller/Portal must be able to initiate 
an outbound connection across the Internet and interact with the GeNUIT licensing server. 
 
Hardware Bound:  Once a product key has been entered during installation and THINWORX is 
registered, the THINWORX Controller/Portal are bound to the server hardware.  If the server is replaced 
or the THINWORX Controller/Portal are moved to another machine, you will need to re-activate 
THINWORX (by sending an email request to support@thinworx.com and requesting re-activation of 
your THINWORX license). 
 
 
 

mailto:support@thinworx.com





































































































































































































