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Welcome

Thank you for investing in THINWORXO.

Many enterprises today are opting to use server-based computing to cost effectively deploy applications
to internal and remote users, along with helping to control operational costs at the desktop. THINWORX
promotes significant value by providing core server-based computing functionality at lower overall costs

than comparable server-based computing products.

Core functionality, along with simple installation and administration make THINWORX a logical choice
for organizations wanting the benefits of server-based computing, without the cost and complexity
normally associated with such products.

THINWORX version 4.4 continues with this approach by leveraging a new core platform, improved web
based user and management interfaces, along with significantly enhanced performance.

About This Guide

The THINWORX Administration Guide is intended for person(s) who will be responsible for installing,
configuring and maintaining THINWORX systems.

You should have prior configuration and administration experience with Microsoft Windows Server, and
be familiar with installing and supporting general applications within your Information Technology
environment.

Additional information on THINWORX, such as release notes and other updated documentation can be
found at www.thinworx.com.

How to Use this Guide

This guide is organized into chapters; each chapter focusing on different aspects including installing,
configuring and administering a THINWORX system. The table of contents provides a list of all topics
and should be referred to when using this guide.

Further Reading

Administrators should refer to complementary information from other sources, such as Microsoft
Corporation (www.microsoft.com), for more information on server-based/thin-client computing.


http://www.thinworx.com/

INTRODUCTION



Overview of THINWORX

THINWORX is an advanced, distributed server-based computing solution. Based on technologies such
as AJAX, seamless remote application window presentation, multi-screen support, universal printing,
and Microsoft Remote Desktop Services, etc., THINWORX provides enhanced functionality for small to
large enterprises and service providers wishing to deploy server-based computing and virtual desktop.

THINWORX consists primarily of a four service elements; Portal, Controller, Application Server, and

Client. The Portal acts as a central web site which offers up published applications to clients via a web
browser interface. The Controller manages the overall THINWORX environment, while Application
Servers provemaed thempibtaickkg r ed applicatiors). (TheiCliehtisa usert a | |
workstation running a web browser (Microsoft Internet Explorer, Firefox, Chrome, Safari, Iceweal), along
with a lightweight THINWORX client program that is downloaded and installed into the web browser.

Together, the various services represent what is referred to as a THINWORX Realm. Within each realm
you create, you are permitted to have one Controller service (currently) and a virtually unlimited number
of Application Servers. THINWORX Application Servers can be located anywhere (geographically,
provided that appropriate network communications is possible) and be made to appear as a single
server realm with intelligent and dynamic load balancing.

Enhanced Secure access to THINWORX site is available through the use of the THINWORX Secure
Router gateway, which provides single access point (one public IP with port 80 and 443 opened) from
Internet to THINWROX farm (or realm) with SSL encryption.

THINWORX incorporates a number of core features, including:

Seamless Remote Application Window

A seamless window for a remote application presents the same appearance and features (resize, move,
minimize, restore, maximize and close) on a local desktop as does a local application window. Any
opened remote application also gets a taskbar button on the local desktop system toolbar in the same
way a local application does for minimizing, restoring, maximizing and closing functions. To tell it is the
window for remote application, a remote window is signified by the notation on the top menu bar of
ARemot e 0 theapplicationititeg

Web Access to Server-Based Computing

THINWORX is web-based; Clients interact with the Portal via an advanced AJAX driven web interface,
and applications are presented to the Client in a browser window.

Dynamic Load Balancing

The Controller communicates with Application Servers to collect performance, security and application
information, allowing THINWORX to provide intelligent, dynamic load balancing and session
management. Client sessions are directed to the appropriate Application Server based on a series of
metrics including pre-determined weight, security permissions, application type(s) and server
performance levels. The Controller automatically gathers these metrics and applies an algorithm to
determine the most appropriate server to host a particular client session.

Application Usage Monitoring

THINWORX monitors and controls the usage of applications. Monitoring allows an administrator to

understand the frequency and concurrency of application use, allowing better management of software

licenses. This helps an organization to manage its liability with respect to improper software usage, in

addi tion t o -tpunoivnigdd nogf #fArfeignuei red | i censes. Managers c
applications are being used, when they are being used and their maximum historical usage.

Enforcement capabilities built into THINWORX ensures an application is not used beyond its licensed

limit.



Server Farm Distribution

A significant feature of THINWORX is its ability to use virtual server clusters. This functionality allows

the placement of Application Servers anywhere within
Internet (provided security issues are managed). The Controller communicates with Application Servers

and Portals over a secure channel. Application Servers with different installed applications and varying

levels of performance can be contained in a single realm, while dynamic load balancing transparently

optimizes the use of Application Server resources by the client community.

Web-Based Administration

Administration of a THINWORX system is managed by a simple web interface. Administrators use this
interface to manage servers, publish applications, manage users and groups, view performance
information, control application access, generate usage reports, etc.

Universal Print

Printing THINWORX applications on any printer available from a client, this includes both local and
network printers.

Enhanced Security with THINWORX Local Resource Management

The site administrator(s) can control whether THINWORX clients can map their local drives (including
any removable disk as USB stick), printers through RDP session to remote server(s). Also, THINWORX
Universal Print can be enabled or disabled through THINWORX Manager.

RDP Shared Sessions

In early versions of THINWORX, each application runs a separate, individual RDP session. Since
version 4, only one single RDP session is opened with a THINWORX server for one user; all
applications run within the single session, thereby reducing system overhead and improving overall
performance.

Multi-Screen

When client device supports and has been set to a multi-screen environment, THINWORX detects the
videoadaptersd conf i guration thenptbpecl yenet ssemanages a map
RDP session virtual screen and physical screens. THINWORX can move/resize/minimize/maximize a

remote application window(s) seamlessly into different screens connected with the client device, as

operating local application windows in a multi-screen environment.

Reporting

THINWORX provides a set of reports via the THINWORX administrator interface, providing
administrators with information on client sessions (current and historical), site and user activities, and
application usage.

Content Redirection

Wi ndowbés Explorer of a remote sessionbgseamlessiyt i ng on
presented on local desktops (similar to any other published application). Users then can browse file

systems (if permitted by system settings) of the remote server along with all local file systems (if

permitted to map from local to server by system settings). Files can be opened along with their

associated application on the remote server as if they were local.

Session Management

A user can click ASession Manage meactivésessiensoneach t hei r
remote server, along with all currently running applications under each session. User can park his/her

session on server, and resume from any other machine at any location. In another word, session can be

migrated between different devices in THINWORX.

At the site level, administrator ( THI NWORX Manager) can view/ manage al
broadcast message to users.



Portal Wallpaper Management

Each user can set (select from a pre-built list) own wallpaper of portal. Site administrator (THINWORX
Manager) can customize wallpapers (i.e. corp. logo) into the pre-built list and control the default
wallpaper of the site.

Portal Login Page Background Management

Site administrator (THINWORX Manager) can set THINWORX site login page background with
ADef aul t 0, usioBikzed pwkioh gives cust@ner flexibility of its site appearance to end-users.

THINWORX Logo Management

Hosting customers like to present neuter logo and message instead of THINWORX logo and
THINWORX message in progress interfaces of application launching and printing; THINWORX allows
customer to set this feature for its site.

Portal Timeout Management

In order to being better to utilize THINWORX licenses, especially for hosting case, customer can set
portal timeout for its THINWORX site, which will automatically logout an opened idle user portal.

Support Various Computer Operating Systems and Browsers

THINWORX supports different OS of client machine. It not only works for Windows
7/Vista/XP/2000/2003/2008 fat machines ( i.e. desktop and laptop), and Windows CE 6.0+ based thin-
client devices; it also works on Linux based (Suse and Debian) machines (fat and thin-client), and Mac
OS X machines.

THINWORX portal can run from most of popular browsers in the world; they include Microsoft Internet
Browser, Firefox, Chrome, Safari and Iceweasel..

Application Security Management

THINWORX Manager can set a denied list of application module against user or group, which can block
a THINWORX end-user to run an unauthorized module from an authorized application. For instance,
user can open DOS prompt and Windows Explorer from MS Word in an original RDP session, this can
cause a security breach for a SBC solution. With setting of a denied list in THINWORX, this security
issue has been fixed.

RDP Security Control

THINWORX Manager can set to block any unauthorized session to access its farm, which means only
legal session from THINWORX can access farm servers.



What is Server-Based Computing?

Server-based computing (also called thin-client computing) typically refers to a technology that allows

the use of Windows or DOS-based applications either beyond the confines of the corporate office (home

or other remote location) or beyond the capabilities of the client workstation (lack of memory, CPU
performance, etc.). All computing activity takes place on a centralized server, which is typically shared

amongst a number of users.

Server-based computing is a utility application that is somewhat invisible to the user. Application
processing is performed on a centralized server, which intercepts the data being sent to/from the user
and sends out only video and other I/O (keyboard/mouse/peripheral) information. As a result, the thin-
client user is essentially
application is executing on the local workstation. Since most of the processing and bandwidth
consumption occurs at the server, performance is often equal to or better than executing the application

directly on the client workstation.

Server-based computing is also a popular method used to significantly reduce technical support
requirements at the client workstation, as applications are installed and run on a centralized server and
not on the client workstation. Applications and files installed on a few servers can therefore be made
accessible to 1006s of workstations. Support
diagnose user problems without leaving the data centre or generally worrying about which PC platform

fir e mot eraking it appear asaflthe i ngo a
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System Requirements

THINWORX consists of three general service elements; Controller/Portal, Application Server and Client.
While the following describes the individual system requirements for each service component, it is
possible to have all components running on a single, suitably configured PC platform. This allows a
small organization to implement a THINWORX solution for minimal hardware costs.

Further, when THINWORX is installed on a machine, all the services elements are automatically
embedded. This means that in single server configurations, all the services run on that machine. When
installed on two or more machines, an administrator joins the machines together (to create a
THINWORX Realm), upon which the first server becomes the Controller/Portal, and subsequent servers
become Application Servers when they are joined to the realm.

THINWORX Controller/Portal

The THINWORX Controller/Portal manages all Application Servers within a THINWORX Realm.
Currently, only one Controller/Portal can be implemented within a THINWORX Realm.

The THINWORX Controller/Portal acts as the central location (i.e. web site) for THINWORX users to
connect to and launch applications, and to also administratively manage the THINWORX environment.

In THINWORX, when a realm is created by joining machines together, the primary (first server to which
others are joined) becomes the Controller/Portal.

The THINWORX Controller/Portal requires:

Software
Microsoft Windows 2000 or later

Hardware (minimum requirements)
Intel P11l 400MHz processor, 128 MB RAM, 100MB space for THINWORX

THINWORX Application Server

The THINWORX Application Server is an integral component of the THINWORX server-based
computing environment, as third party applications are run on the Application Server by THINWORX
Clients. Configuration of the Application Server hardware platform is dependent on the type and
concurrent use of applications. THINWORX Server uses Microsoft Terminal Services as a base
element; guidelines for scaling a Server can be reviewed at www.microsoft.com.

The THINWORX Application Server requires:

Software
Microsoft Windows 2000/2003/2008 Server, Microsoft Remote Desktop Services.

Hardware (minimum requirements)
Intel PIIl 500MHz processor, 256 MB RAM, 500 MB free drive space

Note: Third party applications must be loaded onto the Application Server and verified for their ability to
operate in a server-based computing environment. Information on compliant applications can be found
at www.microsoft.com.

THINWORX Client

The THI NWORX Client soft war ePCiorsa thih-client devica, @r@aldingtthem t he c |
to use THINWORX-hosted applications. The Client interoperates a browser. Applications launched

from the Portal execute on a THINWORX Application Server but appear in a seamless window on the

end-user® workstation. The THINWORX Client requires:


http://www.microsoft.com/
http://www.microsoft.com/
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Software -

OS: Microsoft Windows 2000 (Professional or Server), 2003 Server, XP (Home Edition or Professional),
Windows Vista, Windows 7, Window CE 6, Linux (Suse and Debian), Mac OS X.

Browser: Microsoft Internet Explorer (6.0 or greater), Firefox, Chrome, Safari, Iceweasel.

Hardware (minimum requirements) i

Intel PIIl 400MHz processor, 128 MB RAM, 100 MB free drive space, or qualified thin-client devices (i.e.
HP t5530 WiInCE 6.0 based, HP t5735 Linux Debian based, Samsung TC serial XPe based).
THINWORX Secure Router

THINWORX Secure Router acts as a secure proxy gateway, directing all communications between
THINWORX Clients and the THINWORX Portal and Application Servers through a single access point.
Secure Router should be installed on a separate machine containing no other THINWORX components.

Only one Secure Router can be implemented within a single realm. THINWORX Secure Router Server
software requires:

Software
Microsoft Windows 2000 (Professional or Server), 2003 Server or XP (Home Edition or Professional).

Hardware (minimum requirements)
Intel P11l 400MHz processor, 128 MB RAM, 50 MB free drive space

If you intend to use Secure Router in your THINWORX Realm, the THINWORX Secure Router Client
softvaremust be install ed owhovaltraverse theongtl SecuseeRoudes Tlie Client
requirements are:

Secure Router Client Software
Microsoft Windows 2000 (Professional or Server), 2003 Server, XP (Home Edition or Professional),
XPe, Vista or Windows 7.

Hardware (minimum requirements)
Intel P11l 400MHz processor, 128 MB RAM, 15 MB free drive space
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THINWORX ARCHITECTURE
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THINWORX Components

THINWORX consists of four major service components; Controller, Application Server, Portal and
Client. Each component has a specific role within the THINWORX architecture.

THI NWORX6 design ptovides the ability

1 Load and run all components on a single machine i ideal for small organizations who require a
single server solution

9 Load components on multiple machines i providing the ability to distribute load and increase
reliability requirements

A few key concepts and important items to note are described as follow.

THINWORX Realm & Farm

Throughout thisreagnoi de, uskd ternmtedcribe an i mplementa
components under the management of a single THINWORX Controller. The use ofthet e rfaimdi i n
the THINWORX context is meant to denote a group of Application Servers within a realm.

Location of Components

THINWORX components can be located practically anywhere on a network as long as the appropriate
TCP/IP communications is permitted between the machines upon which the components are running.
This means THI NWORX coul d be us e dorextmailysos thelmernetr gani z a

THINWORX Application Server farms are automatically created when an administrator joins machines
together to create a realm. A farm is a virtual grouping of Application Servers, allowing Clients to
connect to an application without any knowledge of the underlying dynamic load balancing or other
Application Server operations.

Security

THINWORX contains features designed to enhance security. These features are embedded within the
operation of the specific components and are described in this chapter. THINWORX also uses
underlying security elements such as data encryption to assist in protecting information.

Microsoft Terminal Server

As with a number of otherserver-b ased computing solutions, RemrdeNWORX u:
Desktop Services (including the native RDP protocol) as a base component to provide for multi-user

application access. Remote Desktop Ser vi ces (commonly known as ATer mi n:q
component embedded in Microsoft Windows 2000 (and later) Server platforms. To create a

THINWORX Application Server, one must install the THINWORX software onto a machine with

Terminal Server, and join it into a realm.

THINWORX Controller/Portal

The THINWORX Controller/Portal is an important part of THINWORX. The Controller/Portal provides
two distinct functions; the Controller element is responsible for managing communications between
Application Servers and the Portal function within a realm. Administrators interact with the Controller
function through the web based THINWORX Manager interface.

The Controller facilitates communications between all THINWORX Application Servers and the Portal
element, and performs the following functions:
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1 Monitors the health of Application Servers and Portals

1 Collects performance information from Application Servers for load balancing and server farm
operations

1 Catalogs available applications on each Application Server
1 Ensures secure session establishment between Clients, Application Servers and Portals

1 Pushes configuration data to Application Servers and ensures secure synchronization of this
data between all components

1 Oversees dynamic Application Server load balancing operations

Controller Communications
By default, the Controller uses IP port 80 to communicate with all THINWORX Application Servers.

The THINWORX Portal element is a web site that acts as the central location for THINWORX Clients to
connect to and launch applications.

When a user connects to the Portal, they are authenticated (i.e. sign-on security) and then directed to a
personalized page, commonly referred to as their Application Desktop, which provides a list of
applications made available to them via THINWORX. After selecting an application, the Controller will
then:

1. Authenticate the user (either with Microsoft Windows Active Directory or Windows Local User
Accounts on the installed machine).

2. lIdentify a suitable Application Server based on the request made and current
performance/availability statistics.

3. Initiate an application session to Terminal Services on behalf of the user.
4. Open a new window on the client machine, in which the selected application will appear.

At this point, the user is able to work with the application as if it were running on their local machine.

Portal Communications
Users communicate with a THINWORX Portal in the same way as they would with any other standard
web site, using TCP port 80.

NOTE: When a client connects to the portal and passes information for authentication,
(username/password), it is encrypted over the network using 128 bit Advanced Encryption Standard
(AES).

THINWORX Application Server

The THINWORX Application Server is an integral element of the THINWORX server-based computing
environment. The Application Server is the platform to which Clients connect and execute all
applications, using Microsoft Terminal Server and the RDP protocol. Applications that an administrator
wants to provide to users must be installed on an Application Server.

The Application Server runs as an intelligent service under Windows 2000 Server (or greater). Two or
more Application Servers can be configured in a THINWORX Realm to create a server farm. Through
the Portal, applications loaded across many Application Servers appear as a single list, rendering the
server farm transparent to the user.

After a Client has authenticated via the Portal and selected an application to run, the Controller redirects
the Client to an appropriate Application Server. The Application Server initiates a session with the
Client and begins executing the application onthe Cli e n t 6 susibgelarmihaf Services.
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Application Servers provide regular updates to the Controller, advising it of current configurations,
performance conditions and usage activity.

Application Server Communications
For management purposes, the Application Server communicates with the THINWORX Controller using
a TCP port 80.

THINWORX Client

End-users of a THINWORX system (i.e. the application users) install and employ what is referred to as
the THINWORX Client.

The first time a user attempts to sign in to a THINWORX Portal, they will be prompted to download and
install the THINWORX Client software package. THINWORX Client software consists of a set of
ActiveX controls or plug-ins. Regardless of the installation method chosen, to install this software the
individual performing the installation must be logged on to the machine with an account granted
administrative privileges.

THINWORX Client software provides a range of control and security functions to the end-user and
facilitates their ability to interoperate with THINWORX Application Servers and Portals. If an end-user is
unable to download and install THINWORX Client software, they will not be able to login to a Portal and
run applications hosted on a THINWORX Application Server.

Client Communication

For a user to connect to and run applications through a THINWORX Portal, their workstation must be
attached to a network and be able to communicate with the THINWORX Portal using TCP port 80 and
with the THINWORX Application Server using TCP port 3389 (Microsoft Windows Terminal Server port).
Firewalls and other network traffic filtering devices can often be configured to block port 3389; therefore,
administrators should be aware of potential configuration issues when troubleshooting client
connectivity problems. A benefit to using THINWORX Secure Router is only one port needs to be made
available through a firewall (TCP port 80 and 443), with Secure Router relaying all traffic between the
Client and an Application Server through a single, specified port.

NOTE: When a client sends authentication information (username/password) to the Controller, it is
encrypted using 128 Advanced Encryption Standard (AES). With Secure Router installed, all traffic
between clients and Controller/Portal and Application Servers is encrypted with 128 SSL.

Attention Secure Router Users:

If you elected to install THINWORX Secure Router as a security enhancement when creating your
THINWORX Realm, you will also have to install the THINWORX Secure Router Client Driver on each
end userds PC.

The THINWORX Secure Router Client Driver is a network driver that will add a second layer of

encryptiont o data transmitted bet ween THINWORX Realm.sThe 6 s compu
Secure Router Client Driver is downloaded (for first time installation) from the Secure Router Server in a

similar fashion as downloading the THINWORX client.
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THINWORX Component Interaction

The following diagram provides a visual reference for the example step-by-step process described in the

subsequent text. While the diagram shows discrete machines hosting each THINWORX component,
the same process holds true if all core components (Controller/Portal and Application Server) are
installed on a single machine.

1
THINWORX THINWORX Client
Controller &
Portal 2
\ 4
3 NETWORK
THINWORX
Application
Servers
L W — = —
T T—

THINWORX Component Interaction

Required Elements

An administrator within a medium sized organization (e.g. 500 desktop workstations, with a number of
remote users) has acquired THINWORX with appropriate licensing, along with the required Microsoft
products and suitable hardware platforms. The administrator ensures the following is completed:

il

THINWORX software is installed one or more suitable machines with appropriate OS and MS
Terminal Server where required.

Machines joined into a realm, thereby creating a Controller/Portal and multiple Application
Servers.

One or more applications loaded onto each of the THINWORX Application Servers.

Users/Groups, permissions and applications have been configured and assigned in
THINWORX.

End-users have Client software installed with appropriate configurations (OS & IE).
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a)

b)

c)

d)

)
a)

h)

[1] A Client (attached to either the local enterprise network or over the Internet) uses their IE browser
to access a THINWORX Portal.

[2] The Portal service checks the users6 browser configuration
THI NWORX Client controls |l oaded onto the userods

earlier version is detected, the Portal will prompt the user to download and install updated software to
their workstation. A login page is presented, and challenges the user for authentication. The user
enters their username/password (with domain listed, if the realm is part of a Windows Domain),
which is sent to the Portal.

The Portal service validates the user with the Controller service, and retrieves profile information.
Once authenticated, the user is presented with a profile-specific page. This page displays the
applications they are allowed to use.

[3] The THINWORX Controller service is in constant communication with all THINWORX Application
Servers and the Portal service, managing the environment.

The user clicks on an application icon to begin running the application. When the user selects an
application, the Portal refers with the Controller service, which determines the most appropriate
Application Server to direct the Client to (using a dynamic load balancing algorithm and session
information).

[2] The Portal then instructs the Client to attach to the specific Application Server.

[4] At this point, the Client interacts directly with the Application Server and Terminal Services using
the Microsoft RDP protocol. The Controller continues to monitor the active session.

When the user is finished running the application, they close the application window generated via
the Client. The THINWORX Portal will remain open, unless the user logs out of their session.
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THINWORX Security

To provide organizations with a secure implementation of server-based computing, THINWORX
incorporates a number of methods and technologies to maintain a secure environment.

Administrators should be aware that effective security is a continuous task, and that the underlying

operating systems and applications (Windows Server, etc.) used for THINWORX must be addressed

using fibest practicesodo for maintaining security. Th
and ensuring software updates and patches are applied according to manufacturer recommendations,

along with effective inter-network design and operation.

Encryption of Credentials

When a client connects to the portal and passes information for authentication, (username/password),
this data is encrypted over the network using 128 bit Advanced Encryption Standard (AES).

RDP Encryption

RDP uses RSA Security's RC4 cipher, which is designed for secure communications over networks.
THINWORX Application Servers based on Windows 2000 or 2003 Terminal Servers have the ability to
encrypt data using a 56 or 128-bit key. When a THINWORX Client connects to an Application Server,
RDP encryption can be used to secure the session.

THINWORX Secure Router
Secure Router delivers the functionality of an application proxy for a THINWORX Realm.

With Secure Router installed within a THINWORX Realm, all communications between a THINWORX
Client and an Application Server and Portal travel within a secure tunnel (128 bit SSL) and pass through
a single secure access point T Secure Router. Secure Router allows an organization to maintain the
integrity of an existing firewall by channeling all THINWORX Client traffic through a single point; only
one logical access point through a firewall is required.

RDP Security Control

Commonly in SBC solution, in order to allow end-user to be able to run application from remote host
server, RDP 3389 has to open to public; this leaves a chance for end-user to access the server through
MS RDP client directly, which causes a critical security concern for the system administrator.

THINWORX delivers a built-in feature to control RDP security for each host server in its farm.
THINWORX service watches all RDP sessions accessing farm servers, only THINWORX users creating
RDP sessions from THINWORX portal or THINWORX Manager Users directly with MS RDP client will
be arrowed; otherwise, any RDP session will be terminated. This means that all clients only can access
remote servers from THINWORX portal, or which is manager account of THINWORX through direct MS
RDP client for admin purpose.

Application Security Management

It is easy to run an unauthorized module from an authorized, for instance to invoke DOS prompt from an
opened MS Word, which is another critical security for a SBC system. THINWORX delivers feature to be
able to set denied module list against any user or group.
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THINWORX LICENSING
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Overall Licensing Requirements

THINWORX is a separately licensed software product. Licenses are provided to the purchaser of
THI NWORX o nto-las éid i lgpdhgsi s f or livereddoy GeNWTdGompdratian.s d e

It is important to note that since THINWORX operates within a Microsoft Windows environment,

appropriately (and separately) licensed software from Microsoft is required. Also, while THINWORX
l'icensing is separate from Microsoftds, a functional
described in AiMicrosoft Licensingo).

There are two components to THINWORX licensing:

1. System License; the core elements that make up the THINWORX solution (Controller/Portal,
Application Server, and Secure Router) are packaged together under a single right-to-use
license.

2. Client Access License (CAL); allows a number of users to access THINWORX concurrently.

THINWORX is normally delivered in a standard package format, which includes the System License,
plus a number of Client Access Licenses (CALs). Additional CALs may be purchased separately.

System License

As noted, the System License permits the use of the core THINWORX elements, namely the
Controller/Portal, Application Server, and Secure Router. Within a single THINWORX Realm, it is
possible to have:

1 One Controller/Portal
1 One or more Application Servers
T One Secure Router

A single System License permits a THINWORX administrator maximum flexibility by allowing an
unlimited number of Application Servers and a maximum of one Controller/Portal to be created within a
single realm.

In essence, an administrator can create as many Application Servers within a single realm as required
by installing THINWORX on as many machines as required and joining them to the Controller/Portal. A
current architectural requirement of THINWORX dictates a maximum of one Controller/Portal within a
single realm and one Secure Router (if employed).

If an organization determines more than one THINWORX Realm is required to service its needs, then a
separate System License would be required for each realm.

Client License

An fend userodo is defined as a ClClientatbaccess thé setvé+-WORX nom
based computing features delivered by THINWORX, one or more Client Access Licenses (CALSs) are
required.

CALs are concurrent, meaning that licenses are not tied to a particular user or device, but permit
concurrent access to THINWORX. As an example, if an organization has 50 THINWORX CALs, up to
50 users may access THINWORX simultaneously.

Again, note that there is also a dependency on Microsoft licensing when implementing a server based
computing environment (as detailedinthe secti on fAMicrosoft Licensingodo).
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Microsoft Software Requirements

THINWORX leverages elements of Microsoft Windows software, and hence requires such software to
function.

The following compatibility matrix describes (as of the time of this writing) the interoperability of each
THINWORX component in server-side environment and a client-side Windows based client machine.

Administrators should note that, given the proper underlying software, all THINWORX components
could be installed on a single machine (e.g. the Controller, Application Server, Portal, Manager and
Client can existing on a single system), with the exception of Secure Router.

Microsoft Platform
THINWORX Win2K8 | Win2K3 Win2K | Win2K/X | Win7/Vist
IE 6.0+

Component Server Server Server | P a
Controller/Portal a a a a
Application Server a a a a
Secure Router a a a a
Client a a a a a a

These requirements are further described as follows:

Windows 2008/2003/2000 Server
The THINWORX Controller/Portal, Application Server, and Client can run on Windows 2008, 2003 and

2000 Server (Application Server requires Terminal Server).

Browser

To access THINWORX portal, the Client requires Microsoft Internet Explorer 6.0 or higher, Firefox,
Chrome, Safari or Iceweasel.

Note that Microsoft Windows 2000, 2003 and 2008 Server contain the Terminal Server program.
Windows 98 and other preceding operating systems are not supported.

Secure Router
The THINWORX Secure Router can run on Windows 2003, 2000 And Windows XP.
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Microsoft Licensing

Note: the information presented herein is for the benefit of the reader to gain an understanding of overall
licensing guidelines from Microsoft Corporation. Please refer to www.microsoft.com for current and
detailed licensing requirements for all Microsoft products. End users are responsible for the proper
licensing of all software products, and should refer to the respective manufacturer for up to date license
information.

Microsoft Corp. has specific licensing requirements for each of its products. While these licensing
requirements are the responsibility of the organization wishing to employ THINWORX, a dependency on
Microsoft Terminal Server exists for the correct operation of THINWORX.

Basic Types of Microsoft Licenses:

1 Product License
A Server License i Licensed as Per Server, Per processor, and Per Seat i Windows
2000/2003/2008 Server, SQL Server, Exchange Server, etc.
A OS Licenses i Windows 2003/2008, XP, etc.
A Application License i Office 2007, MS Project, etc.

9 Client Access License (CAL)
These are licenses that allow clients to connect to a Microsoft server product. These are in
relation to the Per Server and Per Seat modes of a Microsoft server license. Each client
requires a Microsoft CAL in order to attach to a THINWORX Application Server (which is
also running Microsoft Terminal Server).

Per Seat/Per Server Modes

A Per-Seati When a Microsoft server is set to Per-Seat mode, every client that connects
to that server must have its own CAL.

A Per-Server i When a Microsoft server is set to Per-Server mode, all Clients share a
pool of licenses that are assigned to a specified server.

M Terminal Server

These are fAdeviceodo | i c esrcaecsss Mitrasaft TarrhinaldsServec | i ent d
which is also the same machine upon which a THINWORX Application Server component is
installed.

Terminal Server Licensing Requirements

THINWORX Application Server uses Microsoft Terminal Server as an underlying engine to provide
server-based computing, and thus Terminal Server must be properly licensed in order for you to use
THINWORX.

Microsoft Terminal Server is currently licensed on a per device basis, meaning that the right-to-use

l'icense for Terminal Ser v aPC workstafiom)t as appdsesl tb@n indiwidual devi c
user (asseata dpeficoncurrento model ). This means t h
Server licenses, only 50 discrete devices are allowed to use Terminal Server. This dependency affects

THINWORX, as only those 50 devices will be licensed to use the Terminal Server component upon

which the THINWORX Application Server resides.

When using Terminal Server, you must have a Terminal Services Licensing Server component installed
somewhere on your network (note, this component can be installed with any THINWORX component on
a Windows Server system, with the requirement that it be a domain controller within your network). The


http://www.microsoft.com/
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Licensing Server is a software program that issues and tracks the PER-DEVICE license to each Client
as it connects to the THINWORX Application Server, and the underlying Terminal Server.

Note that Client workstations running Windows 2000 Professional or Windows XP Professional have an
Aincludedo Ter minal Ser ve 2003 andcX® RPre,dy defaullyiara idsaeds 2000
licenses from the Licensing Server. Other Client platforms (such as Windows NT, etc.) would require the
purchase of a separate Terminal Server license, which is installed on the Licensing Server.

Application Licensing Requirements

The primary reason for implementing server-based computing is the ability to run applications loaded
onto a central machine. In this case, that machine is the server which is running both the THINWORX
Application Server component and Microsoft Terminal Server. To use these applications, they must be
loaded on the server and licensed accordingly. Application licensing is dependant on the particular
vendor. THINWORX can assist in maintaining proper usage of applications by limiting the number of
users allowed to access an application.

In summary, you must ensure that you have the following licensing to run THINWORX:

T A THINWORX System license (one per realm).
1 The appropriate number of THINWORX CALs (one for each concurrent THINWORX user).

1 The appropriate Microsoft server O/S licenses for the THINWORX Controller/Portal, Application
Server, and Secure Router machines.

1 The appropriate number of Microsoft Windows Server Client Access Licenses (CAL) for users
that want to act as THINWORX Clients. This is dependent on the Per-Seat/Per Server mode of
the Microsoft server (this machine is running both the THINWORX Application Server and the
Microsoft Terminal Server).

1 The appropriate number of Microsoft Terminal Services Access Licenses (TS-CAL); one TS-
CAL is required for each device acting as a Client that will access THINWORX.

1 The appropriate number of application licenses, which is dependent on the manufacturer of the
application.

Note: Third party applications must be loaded onto the Application Server and verified for their ability to
operate in a server-based computing environment. Information on compliant applications can be found
at www.microsoft.com.

Pr


http://www.microsoft.com/
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INSTALLING THINWORX
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Microsoft Terminal Services Setup

Before installing THINWORX software, Microsoft Terminal Services must be installed and properly
configured on your server(s). The process for performing this task differs between Windows 2000 and
Windows 2003/2008 Server environments.

Windows 2000 Environments

In Windows 2000, Terminal Services is offered as an optional component. You may install and
configure the software for this component using the fAConfigure Your Serverowizard, which is located
under Start Menu/Program/Administrative Tools/.

Launch the Configure Your Server wizard
Click Advanced

Select Optional Components

Select Terminal Services

Click Next

agrwdE

At this point, you will be asked to choose whether Terminal Services should be configured to run in
Remote Administration mode or Application Server mode. THINWORX will support either mode.
Selecting Remote Administration mode will remove the requirement to install a Terminal Services
Licensing server but limit usage to two concurrent Terminal Services sessions per server.

Windows 2003/2008 Environments

In Windows 2003, Terminal Services is included as a standard component of the operating system and
is configured by default in Remote Administration mode. If you wish to upgrade Terminal Services to
Application Server mode, use the Configure Your Server wizard located under Start
Menu/Program/Administrative Tools/.

In Windows 2008, Terminal Services setup and configuration are something different with its previous
Windows OS. Please view ATHINWORX and Windows 2008 Serverofor details.

Note: In both Windows 2000 and 2003 Server environments, while it is possible to change
configuration modes at a later date, if you do intend to eventually configure Terminal Services to
operate in Application Server mode it is recommended you make this change prior to installing any
applications on the server. Making this change after installing your applications introduces the risk they
may no longer function when accessed via Terminal Services and will need to be re-installed.
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Terminal Services Access

Users of THINWORX also require appropriate access Microsoft Terminal Services. As such,
administrators will also be required to adjust permissions within Microsoft Terminal Services (TS) to

allow Windows users access to TS.
By default, common Windows users are not in the permission list to run the Remote Desktop Protocol

(RDP) for TS. To change this behavior, open the Terminal Services Configuration interface of the host
server(s) (located under Administrative Tools in the Start Menu) and add the assigned user(s) or groups

into the permission list, as follows:

tscc - [Terminal Services Configuration Connections]
File  Action ‘iew Help
o | a@E XS R 2
.. Terminal Services Configuration Conneckion | Transport | Type | Comment |
-4 Connections S2ROP-Tep  bep Microsaft RDP 5.2
-] Server Settings
RDP-Tcp Properties
General I Logon Settings I Sessions I
Remate Control | Client Settings I MNetwark Adapter
Group or user names:
€7 LOCAL SERVICE |
ﬁi METWwWORK SERVICE
!ﬁ Remote Desktop Users [THINWORX3155\Remote Desktop Us...
€7 SYSTEM
£ THINWORY [THINWORRSI1 S est]
Add... | Bemove |
Permizzions for Administrators Allow Dreny
Full Contral O
Usger Access O
Guest Acoess O
5 pecial Permissions O O
For special permizzions or for advanced settings, Advanced |
click Advanced. —

ak. I Cancel | Spply |

Please note: If you are running Windows 2003 on your Application Servers, you must modify the default
Terminal Services Configuration if you want your users to have the ability to use more than one

application at a time on the same Application Server. To do this, run the Terminal Services
Configuration utility and click on Server Settings.

sessi ond fMoé The defiaglt settimg for this attribute on Windows 2003 is fivesa Repeat this
process on each Application Server.
=10l x|

tscc - [Terminal Services Configuration'Server Settings]

File  Action Wew Help

& = | BB2
L1 Terminal Services Canfiguration Settings | ttribute |
onoeckion Delete temporary folders on exit es
‘ Use temporary folders per session es
Licensing Femate Deskkop For Administration
Active Desktop Enable
i ibili Full Security

ﬁﬁ Restrick each user to one session
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Installing THINWORX

THINWORX can be installed on a single server or multiple servers depending upon the needs of your

organization. There are basic pre-requisites( some noted in Chapter hhsfAiSystem
follows:

1 Minimum hardware (Plll, 256MB RAM, 500MB free space)

1 Windows 2000/2003/2008 server with latest service packs

1 Local administrator privileges

1 Available TCP port 80 (HTTP); stop and disable Microsoft IIS service (or other web server) if it

is running on the same server
1 If any previous versions of THINWORX exist on the same machine it must be removed.

IMPORTANT: When you first install THINWORX on a single machine, it becomes a Controller/Portal
and an Application Server. Upon installing THINWORX on a second machine within your domain, you
wi | | itfojhe Contller/Portal, where the second and all subsequent machines become Application
Servers only.

STEP 1
Select the server machine upon which you will install THINWORX. Please ensure this machine meets
the minimal requirements as noted earlier. This mac

intranet, and be reachable via TCP/IP from Client machines and other network utilities. You must have
administrator access to this machine.

STEP 2
Download the latest version of the THINWORX setup package from www.thinworx.com. Extract and
save the fsetup.exedfile (to a local drive on the server).



http://www.thinworx.com/
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STEP 3

Disable any services that might use HTTP (Port 80) of the server upon which you are installing
THINWORX. This may include Microsoft IIS or other web server programs. THINWORX requires the

use of HTTP (Port 80) for the Portal to operate.

world wide Web Publishing Service Properties {Local Computer) JE I

J Action View |J = = ‘ &| ‘ 2 GeneraIILng Dnl Recovery Dependenciesl

Tree I

% Services (Lacal)

Mame £
%Remnte Reqistry Service
%Remnvabla Storage:
%Routlng and Remote Access
RuUnAs Service
%Security Accounts Manager
Server
%Simple IMall Transpork Prat...
%Smart Card
%Smart Card Helper
%Syst\am Event Motification
%Task Scheduler
%TCPJIP MNetBIOS Helper Se...
%Telephony
Telnet
%Termmal Services
%Un\nterruptlble Pawer Supply
%Utlhty Manager
‘windows Installer
%Windows Management Ins...
%Windows Management Ins...
‘windows Time
%Wireless Configuration

Service name:  W3SYE

Display name:

Description: Provides Web connectivity and administration thiough b

Path to executable:
CAWINMNTASpstem32sinetsrvsinetinfo. exe

Startup type: I Dizabled j
Service status: i Stopped

Start | Stop | Bause:

Hesume |

You can specify the start parameters that apply when you start the service
fram here.

Start parameters: I

EOnAs I:I

alSystem
alSystem
alSystem
alSystem
alSystem
alSystam
alSystem
alSystem
alSystem
alSystem
alSystem
alSystem
alSystem
alSystem
alSystem
alSystem
alSystem
alSystem
alSystam
alSystem

o ]

Cancel | Apply

| alSystem

alSystem

‘workstation

Fravides netwark connections and communic... _ Starked Aukomatic

orld Wide Web Publishin. ..

Provides \Web connectivity and administration... Disabled

LacalSystem

Disabling Existing Web Services



28

STEP 4
Run setup.exe, which starts the installation wizard

By default, the setup package includes a 30 day/100 user (concurrent) license trial key. You can use
this to build a trial/pilot THINWORX system, and then activate it into production with a commercial key
any time. After a trial version has expired, it will remain with one (1) valid user license for use.

If you have ordered THINWORX, you will receive a production license key that provides for the
appropriate number of CALs purchased.

Se | elaald MAPnodudiiond dependi ng oBy yoalr Protedeordds . yiou wi | | be r e
enter in a valid product key (generated when purchasing THINWORX). After installation has completed,
you wil |l also be required to register THI NWORX (pl ea
InstallShield Wizard
THINWORX Server A
Pleaze provide the following information, l - -
 Trial
&+ Production
Froduct Kew: || - I
InztallShield
< Back | Mext » I Cancel

Selecting Trial or Production
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STEP 5
Follow the installation wizard and choose an installation folder..
InstallShield Wizard E3
Choose Destination Location . .

Select folder where Setup will install files.

&

Setup will install THINWORX Server software in the following folder.

Ta install to this folder, click Mext. Toinstal ta a different falder, click Browse and selact
another folder.

C:%Program FilestGeNUITSTHINWORSAS ervert, Browse... |

" Destination Folder

|metallShield

< Back Cancel |

STEP 6

Choosing the Installation Folder

A WINDOWS warning message will be appear during the installation process;

NOTE it is required for to accept the installation of this universal printer driver on the THINWORX

server, otherwise the universal print will not work properly.

Hardware Installation

N

The =oftware you are inztalling far thiz handware;

Printers

has not paszed Windows Logo testing to verify it compatibility with
thiz verzion of *Windaws. [Tel me who this besting i imparkant]

Continuing your installation of this software may impair
or destabilize the commect operation of your system
either immediately or in the future. Microzoft strongly
recommends that you ztop thiz installation now and
contact the hardware vendor for software that has
pazsed Windows Logo testing.

(Enntinue Araan

i

-- Warning message - Windows 2003
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%) Windows Security

-} Don't install this driver software

You should chedk your manufacturer's website for updated driver software for your
device,

this driver software anyway

[Zl-r'll'ljnr install driver software obtained from your manufacturer's website or disc,
Unsigned software from other sources may harm your computer or steal informati

j see details

-- Warning message - Windows 2008

STEP 7
Follow the installation wizard until the last step in the setup process is reached; ¢ | i Rinishofi t o
complete the installation.

Installshield Wizard

InstallShield Wizard Complete

The InztallShield *Wizard has successfully installed
THINWORX Server.

Click. Finizh to complete zetup.

Wote: To enter THINWORX, open [E browszer and use this
machine name or itz IP az address.

Laticel

< Back

Finishing the Installation
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Registering THINWORX

When installing THINWORX for a production environment, in the previous steps you would have
entered a specific product key obtained from GeNUIT Corp. After the successful completion of the
installation and prior to the expiration of the trail period, THINWORX must be registered online, where

the license key is validated andt he product is essentially factivatedo

In the THINWORX Manager (please see the following chapter for more information on accessing the

THINWORX Manager), c | i Redistratiano f The window showsgister sel ect i
THINWORXo0 . This wil! cause the THI NWORX Cont ntanet) er / Por

to GeNUIT Corpds |licensing server. The product
system is activated.

If you installed THINWORX as a Trail Version, you can register the product afterwards (either before or
after the trial has expired) by entering in a valid Product Key (as above, in the THINWORX
Manager/Registration).

>

IMPORTANT NOTES FOR REGISTERING AND ACTIVATING THINWORX:

Internet Access: In order to register /activate THINWORX, the Controller/Portal must be able to initiate
an outbound connection across the Internet and interact with the GeNUIT licensing server.

Hardware Bound: Once a product key has been entered during installation and THINWORX is
registered, the THINWORX Controller/Portal are bound to the server hardware. If the server is replaced
or the THINWORX Controller/Portal are moved to another machine, you will need to re-activate
THINWORX (by sending an email request to support@thinworx.com and requesting re-activation of
your THINWORX license).



mailto:support@thinworx.com







































































































































































































































































































